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HOTCpHeBH_II/IMI/I oT KI/I6epHpeCTy1'IJ'ICHI/II71 SABJIAIOTCA I'paXKaaHe a0COJIFOTHO BCeEX KaTel"opHﬁ,
BKJIrHO4as KakK COMaJIbHO-HEC3aIIMIIICHHBIC CJIOH HaCCJIICHUA (I/IHBaJ'II/I)II)I, MEHCUOHCPHI,

HECOBEPIIICHHOJIETHHE), TaK U JIFOJIM, 3aHUMAIOIINE PYKOBOISIIUE MTOCTHI B
opraHuzanusax (Mpennpusitusx) BceX ¢GOpM COOCTBEHHOCTH, HMEIONINE HECKOJIBKO BBICIIUX
o0Opa3oBaHMil.

3J'IOYMI)IIHJ'IGHHI/IK3MI/I HCITOJIB3YIOTCA N30IIPCHHBIC CHOCOOBI «BLIMAHUBAS» JACHCIKHBIX CPEACTB,
JUIL Yero HCHOJb3YIOTCS pa3iMyHble <WIET€HIbD», MOCPEACTBOM H3JIOXKEHHS KOTOPBIX OKa3bIBAETCS
TICHXOJIOTHYECKOE BO3CHCTBHE Ha TPaXkJaH, KOTOPHIE IO €ro BO3JCHCTBHEM BBHITIONHSIIOT BCE
KOMaH/Ibl 3JI0YMBIIIJICHHUKOB. MHOTHE U3 NOTEPIIEBUINX B JabHEHIIIEM B X0/1€ OOIIEHUS
C COTPYTHHKAMH MPAaBOOXPAHUTEIHHBIX OPTaHOB COOOIIAIOT, YTO JEHCTBOBAIM «IIOJ TUITHO30MY», B
pesyibTare npodecCHOHANIBHOM MAaHUITYJISLIMU CO CTOPOHBI IPECTYITHUKOB.

B xoxe coBepuieHus NpeCTyIUIEHWM 3J0yMBINUICHHUKH HMCHOJB3YIOT 3BOHKHM C HOMEPOB,
BU3YaJIbHO NMPUOIMKEHHBIX K HOMepaM Telle()OHOB MTPABOOXPAHUTEIBHBIX OPTaHOB, CIYk0O OaHKOB
(manpumep 3BoHKHM Ha Barcam ¢ Homepa +900, 900, Torga kak oduumansHbelii Homep COepOaHka

900).



PacnpocTpaHeHHBIe CIOCO0bI COBEPIIEHH S MPECTYILICHMI

1. IMonneabublii QR-Koa WM NPUIOKEHUE.

MHorue Hay4HIIMCh He MOJIaBaThCsl Ha paclIpOCTPaHEHHbIE CXeMbI 003BOHOB, MOIIEHHUKH 3TO Y4JIH,
n00aBUIM B CBOM apceHas 00s1ee U30IIPEHHBIE METO/IBL.

Terneps OHU YK€ He TPeOYIOT HOMEp KapThl, a MPOCAT MepelTr 1o npuciianaoMy QR-koty, KoTophIit
MOXKET TPUBECTH Ha (DUIIMHTOBBIA CalT, MO0 COAEPKUT B cebe BPEJOHOCHBIM (haiin, 3apakaromui
cmaptdoH. Eme oqHa pa3HOBUIHOCTh — YCTaHOBKA MOTEHIMAIBLHOM >KEPTBOM MO MPOChOe MOILEHHUKA
cTopoHHero npuiokeHus. [Ipemior MoxeT ObITh JIFOOBIM — MOATBEPAUTH 3aMKCh K Bpaudy, (akT OILIaThl
TOBapa, 3asBKY Ha y4acTHe B KOHPEPEHIMHU U TIp.

B pesynbrare 370YMBIIUICHHUKH IOTY4YalOT JOCTYN Kak K MOOWJIBHOMY YCTPOMCTBY, Tak W
0OaHKOBCKMM MPUJIOKEHUSIM, YCTAaHOBJICHHBIM Ha CMapT(OHE KEPTBbI, CIIUCHIBAIOT JIEHBI'U C OAHKOBCKOTO
cuera u 1ake o(hOPMIISIIOT KPETUTHI.

Yto pes1aTh B 3TOM CUTyaLMM:

- He nonb30BaThcs QR-KOaMu 1 He yCTaHABIIUBATh MPUIIOKEHHS, CCBUIKU Ha KOTOPBIE MOTy4YeHbI OT
HE3BECTHBIX, T0JI03PUTENHHBIX HCTOYHUKOB;

- oOpamath BHUMaHHE Ha CCBUIKM, KOTOpbIE OTOOpaXkaroTcs MpU CKaHMpOBaHWU Koja. Ecmu
HalMEHOBAHHE caiiTa BbI3bIBAET MOI03PEHNUE, JTy4llle HAliTH CaiiT caMOCTOsATENbHO B ceTH MHTepHeT, oo
CKa4aThb MPUIIOKEHHE Yepe3 O(puIMaIbHbIN Mara3uH;

- Tpexae 4eM ckaHupoBaTh QR-KOIBI ¢ PEKIAMHBIX IUIAKATOB, BHIBECOK, HY)XHO YOETUTHCS, YTO
OPUTHHAIIBHOE N300paXKEHHE He 3aKJIeeHO KApTUHKOM C TOTIOKHBIM KOJIOM;

- HUCTOJIL30BaTh aHTUBUPYCHBIE MporpamMMbl MpoBepkd QR-ko10B, KOTOpbIe aHATM3UPYIOT KOJ Ha
HAJIM4YKE BPEJOHOCHOTO COJEPIKUMOTO;

- HE IyOJIMKOBATh B COITMATIBHBIX CETSIX JIMYHBIC TOKYMEHTHI ¢ QR-Komamm.

2. Basiom akkaynTa B I'ocyciryrax

IToTeprieBiieMy NOCTYIaeT CMC MM COOOIIEHNE B MECCEHIDKEpPE SIKOOBI OT CITy»KObI 0€30MacHOCTH
lNocyciyr ¢ yBenomieHHEM O MOI03PUTENBHON aKTUBHOCTU B aKKayHTE, JJIs POBEPKH MPOCST CBSI3AaThCS 110
yKa3aHHOMY HOMepy Tene(oHy, M0 KOTOPOMY OTBEYAET JDKE-TIPEACTaBUTENb MopTaja. A Jajblie BCe I10
CLIEHAPHIO — CPEJICTBA MO YTPO30H B CBSI3U C 0POPMIIEHHEM TPETHHMU JIUI[AMH 3asIBOK Ha KPETUTHI, K paboTe
HOJIKITIOYALOTCSI TICEBI0-TIPEACTABUTENN CITy>KObI Oe3omacHocTH Oanka wm L[b PO, npaBooxpaHUTENbHBIX
opraHos. /{1 UX aHHYJIMPOBaHMS 3asBOK IPOCST NEPEBECTH JIMUHbIE HAKOIUICHHUS Ha «Oe30IacHbIN cYeT», a
nocse — 0OpMUTB 3asIBKH HA KPEAUTBL.

Yro gesaTh B 3TOM CUTYallUM:

- He Mepe3BaHMBATh Ha YKa3aHHBIN B COOOILIEHINH HOMED;

- 3aliTH Ha OQUUMATIBbHBINA callT ['ocycnyr, Tie yKa3aHbl KOHTAKTBI, TI0 KOTOPBIM MOYKHO CBSI3aThCS C
npencrasureneM (Homep Tenedona § 800 100-70-10, mubo ¢ moOunbHOro Homep 115) mnst yrouneHus
nHpopMmanuu, 1160 ooparutsest B MOLI.

3. YcTaHOBKA BPEIOHOCHOTO IPOTPAMMHOI0 00ecedeHust

YyacTunmch citydau oOpalieHust B IpaBOOXPaHUTEILHBIE OpraHbl OTEPIIEBIINX, KOTOPBIE COOOITIAIOT
0 CIIMCaHWK JCHCKHBIX CPEICTB C 0OaHKOBCKOM KapThl Ha CUCTA TPETHUX JIMI] 10 HCM3BECCTHBIM IIPUYHMHAaM
(HUKTO HE 3BOHUIIL, IOCTYTIAa TPETHUX JIMI] K TeneOHY C YCTaHOBJICHHBIM MPUIOKEHHEM OaHka He Obuio). B
XOZIE paccieIOBaHMsl yCTAHABIMBACTCS, YTO 3a HEKOTOPOE BpEeMs 10 COBEPIICHHUS TMPECTYIUICHUS
MOTEPIEBINNIA Tiepelen mo cceiike win QR-komy (Hampumep, MporosocoBai Mo MpockOe 3HAKOMOTO B
MECCEH/DKEpE, TTOYyYacTBOBAJI B PO3BITHIIIE), B pe3yabTaTe Ha CMapT(OH yCTaHOBWIIOCH BpemoHocHoe 110,
MPEIOCTABUBILIEE YIAATICHHBIN TOCTYI 370YMBIIIIEHHUKAM K OAHKOBCKOMY MPUJIOKEHUIO.

Yro nesaTh B 3TOM CUTYyallUHU:

- ycraHaBiMBaTh aHTUBUpYycHOE [10, cBoeBpeMEHHO OOHOBIISTH €T0;

- HC MCPEXOAUTH IO CChIIIKAaM, IMOJTYYCHHBIM N3 HCU3BCCTHBIX NICTOYHUKOB.



4. CMC ot padoTroaares.

[Torepnesmemy nocrynaer CMC cooflieHue Uiy cooOIeHHEe B MECCEHIKEPE oT
paboronarens. O ToMm, 4To ¢ HUM B Omwkaiiiiee Bpems cBskeTcss corpyaHuk OCb win uHON
OpraHu3alMM U CIIEeIyeT ¢ HUM MOOOIIAThCs, @ TAKXKE HalpaBIsIeT CChUIKY B
MecceHpkepe Temerpam no KOTOpor Hy>KHO ITPOUTH.

[Tocne 3TOro 3BOHUT COTPYAHUK C UMEHEM yKa3aHHBIM PYKOBOJUTENIEM u

COO0O0IIIaeT O MOMBITKAaX MepeBO/Ia IMYHBIX cOepeKeHUI Ha MHOCTpaHHbIE cueTa, 1100 pUHaHCHpOBaHUE
Teppopusma, 1160 BC Ykpaunsl u 1.1

B niensix mpecedenus MpecTymHbIX ONepaliii MOTEPIEeBIIEro YOeK/IaroT MpepBaTh TPaH3aKIIUHA
MyTeM IMEpeBOJia JEHEr (JMYHBIX HAKOIUIEHWW WM MyTeM B3STUS KpEIuTa) Ha CYET, YKa3aHHBII
3JI0yMBINIJICHHUKAMHU.

Yrto AesiaTh B 3TOM CUTYallUM:

[IpoBepuTh HOMEP C KOTOPOTO MPHUIILIO COOOIIEHHUE, CBEPUTH €T0 C PEAThbHBIM TeIePOHHBIM
HOMEpOM a0OHEeHTa (paboTonaTens).

Jyist mpoBepKU MOAJIMHHOCTH aJipecaTta He0OXO0AUMO TO3BOHUTH EMY c
UCTIOJB30BAaHUEM JIPYTUX CPENICTB CBSA3H M YTOYHHUTH OTIPABIISUII TU OH JAHHOE COOOIIEHHE.

Ecam HeT coMHeHuiA, 4TO 3TO 37TI0YMBIIIUNICHHHUK, TO HE0OX0AMMO 3a0JI0KUPOBATH ATOTO A0OHEHTA
U yJAIUTh cooOIenre. Hu B koeM citydae He BCTYNaTh B MEPETHCKY Y HE NIEPEXOAUTH 110
CCBIJIKaM, COJIEP>KAIUMCS B COOOIIICHHUH.

B ciiydae ecnu BbI IpOIUIH MO CCHUIKE HE3aMEIUTENbHO U3MEHUTE Napojib CBOEro aKKAyHTa B
Tenerpam, mpoBepsTe YCTPOMCTBA, MOJKIIOUCHHBIE K BallIEMy aKKayHTY. Y JaIHUTE JI00bIC HE3HAKOMBIE
ycrpoiicTBa. OOpaTuTeCh B CIy:K0Y MOAMEPKKH TenerpaM u COOOIIUTE O POU3OIIeIIeM. Y 0eTUTeCh,
YTO BKJIIOUEHA JABYX(haKTOpHas ayTeHTU(UKAIMS A JAOMOJHUTENBHON 3allUThl Balllero akKayHTa.
ByabpTe OCTOPOXKHBI ¢ TFOOBIMU IPYTUMU MOJO3PUTEITHHBIMU CCHUTKAMU M COOOIIICHHUSIMH.

5. 3JI0yMBIIJIEHHUKH «ITPOIAIOT» BAallly KBAPTHPY UM ABTOMOOHJIb.

3BOHMUBILIKE MTPEICTABISAIOTCS MPEACTABUTENSAMU CITY>KOBI 0€30M1aCHOCTH KOMMEpPUECKOoro OaHka,
Tocycnyr, Llentpanpaoro 6anka Poccuu, b0 mpaBoOXpaHUTEIEHOTO OpraHa.

Coo0miaroT 0 TOM, YTO BallM MEPCOHAJbHBIE JAHHbBIE C JUYHOTO KaOWHETa YTEKJIU U Ternepb
MPECTYIMHUKU MOTYT OT Baller0 MMEHHU MPOJIaTh KBAPTUPY JIMOO aBTOMOOUIIE, UCIIONB3YsI IEKTPOHHO-
IU(POBYIO TTOAMHKCH.

B memsix 3ammuThl Bac yOEXKIAIOT CPOYHO MX MPOJAaTh — MEPEBECTH BBIPYUCHHBIC JACHBIU HA
«3alTUIICHHBIA KaHA, «0€30MMacCHBIN CUET», «PE3EPBHYIO TUCHKY.

Yrto AesiaTh B 3TOM CUTYallUM:

[IpexpatuTh pa3roBOop M NEPE3BOHUTH Ha OQUIHUANBHYIO TOPAYYIO JIMHUIO YUYPEKICHUS,
MIPOBEPUTH COOOIICHHYIO HH()OPMAIIHIO.

CrnenyeT 0OpaTuTh BHUMaHHE, YTO YUPEKIEHUS HE 3BOHST C UCTIOJIb30BAaHUEM MECCEHIKEPOB.

6. [lepeBoja 1eHer Ha «0e30MACHBIH CYET», AKOOBI JIA HX COXPAHHOCTH.

3BOHUBIIINE MPEACTABISAIOTCS JTUOO MPEICTABUTENISIMH CIIYKObI 0€30MaCHOCTH KOMMEPYECKOTO
Oanka, llentpanmpbHoro Oanka Poccuu, nuO0 TPaBOOXPAHUTEIBHOTO OpPTraHa M COOOIIAIOT, YTO
MOIIIEHHUKHU C HMCIIOIh30BAaHUEM BallMX MEPCOHAIBHBIX JAHHBIX O(QOPMIISIOT KPEAUTHI B Pa3IHMUHBIX
0aHKax W JJIA TOTO, YTOOBI MPEAOTBPATUTH XUIIEHHE JCHET ¢ OAHKOBCKOTO CYETa BaM HEOOXOIMMO
JTUYHBbIe cOepeKeHUsl CPOYHO MEePEBECTH Ha «0e30macHbIe cueTay. B Xoje nanpHeiero oomeHus Bam
COO0MIaroT 0 HEOOXOUMOCTH O(OPMIICHHUS KPETUTOB U UX IEPEBOIA.

CrnemyeT OTMETUTD, UTO Ballle OOIIEHUE CO 3JIOYMBIIIICHHUKAMU MOXET OBITh JJTUTENIbHBIM, B
HEKOTOPBIX CITyYasx OCYIIECTBIISETCS B TCUCHUE HECKOJIBKUX MECSIICB, HCITONIb3YETCs Kak TenedoHHast
CBsI3b, TaK U OOIIEHHE MOCPECTBOM MecceHkepoB (Barcar, Baiibep, Tenerpam u 1.1.).

Eme oaHa pa3HOBHIHOCTH MPECTYIMHOW CXEMBI — KOTIJIa 3BOHSAT SIKOOBI COTPYAHHKH
NMPaBOOXPAHUTETbHBIX OPTraHOB U COOOIIAIOT YTO B OTHOILIIEHUHU BAC BO30Y:KI€HO YrOJI0BHOE /1€J10
B CBSI3M ¢ (PMHAHCHPOBAHHEM JKCTPEMUCTKOI, TEPPOPUCTHYECKOI AeATEIBLHOCTH, TTOCKOJIBKY C
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Bamero OaHKOBCKOTO CYE€Ta OCYIIECTBIEH TIEPEBOJ JIEHEKHBIX CPEICTB B HEAPYKECTBEHHOE
rocyJapcTBO.

B xome oOmieHHs 3JI0yMBIIUICHHUKH MOTYT TPHCHIIATh (OTO yIOCTOBEPEHHH, IMOBECTOK,
MOCTAHOBJICHUN O BO30YXJACHUU YTOJIOBHOTO [N, MOAIMHCOK 0
HEpa3IJIAlIeHU! CIEICTBEHHOM TalHbI U T.J.

Yrto AesiaTh B 3TOM CUTyallUM:

[IpexkpaTtuTh pa3roBOp W TMEPE3BOHUTH HA OGUIHAIBHYIO TOPSYYIO JHMHHUIO YUYPEKICHUS,
MIPOBEPUTH COOOITaeMyI0 HH()OPMAIIUIO.

Crnenyet 0OpaTuTh BHUMAHUE, YTO YUPEKACHHUSI HE 3BOHAT C UCIIOJIH30BAHUEM MECCEHIKEPOB.

Kpowme Toro, cienyer mOMHHUTB, 9TO «OE30MAaCHBIX CUETOBY HE CYIIECTBYET, a
npeactasutenu LlenTpanbroro banka Poccuu, He oCcymecTBIAIOT paboTy c
(bU3NYECKUMU JIUIIAMHU.

7. 3BOHOK 3JI0yMBIILJIECHHUKA MO BUJI0M MOOWJIbHBIX OII€PAaTOPOB, KOTOPbIEe COOOIIAIOT,
YTO CPOK JAeHCTBHUSA Ballleil CHM-KaPThl HCTEK JIM00 MCTEKAET J0r0BOP 00CTy:KUBAHMS, a ISl €ro
NPOJIEHUs He00X0IMMO CO00IMTh KO, KoTophlid nmoctynutr B CMC, nubo mpoiiTu mo cchujike, B
MMPOTHBHOM CJIy4ae CUM-KapTa OyAeT 3a0JI0KMpOBaHa.

BaxHo 3HATh, UTO y CUM-KapThl HET CPOKA JCHCTBHSI, COTOBBIE ONIEPATOPHI TIEPEBHITYCKAIOT CUM-
KapThl TOJBKO IO MpochOe moTpeduteneld B ciyyae (pU3NYECKOro M3HOCA, MOTEPU, HEOOXOIUMOCTH
apyroro ¢opmara.

BrimonauB TpeboBaHms MOIIEHHUKOB B coo0muB koa u3 CMC, nubo mpoitas o
CCBIJIKE BBI OT/IA€TE B PYKH 3JIOYMBINIJICHHUKOB JIOCTYI B CBOW JTMYHBIN KaOWHET Ha caiiTe
orepaTopa CBSI3U, IOCJE YEro MOIIEHHHWKH HMEIOT BO3MOXHOCTh YCTaHABIMBAaTh Iepeapecaluio
COOOIIEHUH Ha HYXXHBI UM HOMEp, YTO TIO3BOJIUT CMEHHTH IMapOJIb OT MOOMIBHOTO OaHKA M MIOXUTHUTH
JICHEKHbIE CPE/ICTBA.

Bropast pa3HOBHIHOCTh TaKMX MPECTYIUICHUN — 3BOHOK 3JIOYMBILNLIEHHUKA 00 MCTeYEeHUH
CpoKa JeilicTBHS MEIUIMHCKOIO CTPAXOBOI0 MOJIMCA, a [Jisi €ro MNpoAJeHHs Heo0X0IMMOo

coodmuTh kog u3 CMC nocryna k akkayHty ['ocycinyr, B JQJIbHEUIIEM CIIEYET
oopmiieHHE 3asSBOK HA KPEAUTHI B OaHKaX, MOIydeHHE MEepPCOHATBHBIX JTaHHBIX,
TaKHUX KaK CBCACHHA O JOXO0JaX, HAJINYHUC 0aHKOBCKHMX CUETOB nuT.mo.

Yro nes1aTh B ITOM CUTYALMH:

IIpexpaTuts pasrosop.

Ecmm BbI coobmunu kox n3 CMC HeoO0X0auMO He3aMeITUTEIHHO 00paTUThCS K
COTOBOMY OIIepaToOpy ¢ MPOCcKOOit 3a0JI0KUPOBATh HOMED TenedoHa.

B cayuae I'ocycnyr HeoO6xoaumo 3a0JI0KHPOBaTh CBOKO YUYETHYIO 3anmuch. CAenaTh 3TO MOXXHO
6o yepe3 mMoOunbHOe mpuioxeHue ['ocycmyru, aubo yepe3 texmomuepxkky MOPII, nmubo nuaHO
obpatuthes B MODII.

8. Cnaua HAJIOTOBBIX JIEKJIAPaIUii M CIPABOK 0 10X0/1aX.
3BOHUBIIKE TPEACTABISIOTCA cOTpyaHukamu ['ocycnyr, ynpasienus no nenam llpesupenta
Poccun, coobmiaror, 4To B paMKax AEKJIapalliOHHOW KaMITaHUU MPOBEPSIIOT MEpPCOHATIbHBIC JTaHHBIC

JIMLI, CAABLIMX HAJIOTOBBIE AEKIapanuy 1100 AeKIapanun 0 10XO0Jax.

Co cIOB 3JI0YMBIIUIEHHUKOB — ISl TIOATBEPKICHUS CIIEAYET Ha3BaTh IMACHOPTHBIC JAaHHBIE U
ko u3 CMC. Pe3ynbprar — criucanue JieHET C BalllUX CUETOB, O(OPMIICHHE Ha Ballle uMs
KpeauTa.

Yrto fesiaTh B 3TOM CUTYaAllUM:

[Ipexpatuth pa3roBop.

Huxorna ne coobmaiite mo tenedony xox m3 CMC, a Takke CBOM NMEPCOHATIBHBIC TaHHBIE
(macnopra, MHH, CHUJIC, Homepa 6aHKOBCKUX KapT, U T.II.)

Ecmu BbI coobmmnmm ko u3 CMC amst moATBepKIeHUST TPaH3aKIUU (0aHKOBCKOTO MEPEeBOIA)
HEOOXOMMO He3aMeJTUTEIbHO 00paTUTHCS Ha TOPSUYIO JIMHUIO OaHKa U COOOUIUTDH O
TaHHOM (haKTe.
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B cnyuae B3oma yuetHo#t 3amucu ['ocyciyr HEOOXOaUMO 3a0JIOKMPOBATH YUETHYIO 3aIHCh.
Cnenatb 3T0 MOXHO 100 depe3 MoOuIbHOE TMpuiokeHue ['ocycmyru, 1ubo uyepe3 TeXMOANEPKKY
M®II, mu60 nuano obpatuthes B MODII.

9. B3j1oM J1n00 KONMMPOBaHHE aKKAYHTA MO0JIb30BaTe/Is B MecceH:kepax Barcan, BaiioGep,
Teserpam, comuajJbHbIX ceTell BKOHTakTe M JanbHEWIee HaNpaBICHUE CrEHEPUPOBAHHBIX
HCKYCCTBEHHBIM HMHTEJIEKTOM (HEHPOCEThIO) TOJIO0COBBIX JIHO0 BUAEO COOOIIEHUI OT UMEHH BaIIETO
3HAKOMOTO, POJHBIX, KOJIJIET U T.J. (Y KOTOPBIX paHee B3JIOMalld aKKayHT), KOTOpbIe
MOJIHOCTBIO KOMHUPYIOT UX TOJIOC U BUAEOU300pa)keHHe, UCIOb3ysl NMPU 3TOM PaHee OTIPABIIEHHBIE
BUJIEO U Ay MO0 COOOIIEHHUS BaIIEro 3HaKOMOTO.

A nanplie Bce MO TUIMYHOW CXEME — Yy Bac MPOCAT OJOJDKUTH B3alMbl, MPUCHUIAIOT (POTO
0aHKOBCKOM KapThl JIJIs IEPEBO/AA JCHEKHBIX CPEJICTB.

Yro nes1aTh B ITOM CUTyallMU:

B nanHOi cuTyanuu BaXHO YOEIUTHCS, YTO BBl OOILIAa€TeCh MMEHHO C BAlllUM 3HAKOMBIM,
CBSI3aBILIKCH C HUM HUCTIONB3Ys JPYTHE CPEICTBA CBA3H.

Cnenas 370, BbI 00€30macuTe ce0sl U MpelynpenTe Ballero 3HakoMoro 0 TOM, YTO OT €ro UMEHH
NENCTBYIOT MOIIEHHUKH U BO3MOXKHO €T0 aKKayHT ObLIT B3JIOMaH.

Jlnist TOoro, YToObI HE MOTEPATH KOHTPOJIb HaJl BAalllUM aKKayHTOM HUKOTJa HE
MepPeX0/IUTEe N0 HE3HAKOMBIM CChIJIKaM, HE CKauMBailTe MPOrpaMMbl u3
HETOATBEPKICHHBIX HCTOYHUKOB, UCIIOJIb3yHTE IBYX(AKTOPHYIO AyTEHTU(HUKAIMIO BAIIMX aKKayHTOB.

10. XuieHnue geHeKHbIX CPeACTB Yepe3 cucteMy ObIcTpbIX miaate:xeii (CBII).

Hampumep, nmokymnarens Ha caiiTe OCTaBIISIET 3asBKY Ha MPUOOpETEHHE TOBAapa, EMy MOCTYyMaeT
3BOHOK SIKOOBI OT COTPYAHMKA MarasuHa, Ipejajaraercs CKuaKa Ha ToBap, HO TOJIBKO IIpU
ycnouu omatel uepe3 ChIT unu QR-kxony, 3aTeM 310yMBIIITIEHHUK TPUCHLIAET B MECCEHKEP CCBUIKY,
BeAyIIyI0 Ha cTpaHully ¢ (opmoit orumarel mo QR-xomy. IlokymaTens MOATBEpXkAaeT IUIATEX U
JICHEXHBIE CPECTBA MOCTYIAIOT HA CUET MOIIICHHHKA.

Yro nesath B 3TOM CUTyallUH:

BaxkHo B Takoil cuTyamuu CBS3aThCA CO CIY)KOOW TOIJIEPKKH OHJIAMH-MarasuHa, 4depes
oUIMaNbHBINA CAlT WK MpHiIokeHHe. He coXpaHsATh Ui OIJaThl B JIMYHBIX KaOMHETaX OaHKOBCKHE
KapThl, P BO3MOXKHOCTH 3aBEJIUTE OTAEIBHYIO KapTy JJIA OIUIaThl TOKYIOK OHJIAWH.

11. 3apaboTok Ha OupiKe, 3aMaHNMBAHHE MPUOBLUILHBIMU MHBECTHUIUSIMH —TIOTYIUBIIAS
LIIMPOKOE PAacCIpOCTpaHEHUE B IIOCIEAHEE BPEMS CXEMa, B PE3yJIbTATe MCIIOIB30BAHUS KOTOPOH
npuyuHsIeTcs Hanbomee KpynHbIi yiiep6. [IpecTynmHukaMu co3naercss MaKkCUMalbHasi BUTUMOCTD TOTO,
YTO OOLICHNE TPOUCXOAUT C IPEACTABUTEIISIMU KPYITHOM MHBECTULIMOHHOM
TUTOIIAJIKH, UX CAlTBl UMEIOT BUJIMMOE CXOACTBO ¢ 0aHKOBCKUMHU OpraHu3alusMu (Hanpumep, ['aznpom-
unBectuiy, PBK-unBectnimu, Tunbkopd-wHBEeCTHMIMM W T.1.), Ha3HAYaeTCs JIMYHBIA OpOKep,
oOuieHue C KOTOPBIM MOKET OCYILECTBIIATHCS 1aK€ MOCPEICTBOM BHIE03BOHKOB.

[To uX pyKOBOJICTBOM CO3/1aeTCs AKOOBI TMYHBIN KAOMHET Ha TOPrOBOM IJIOIIAIKE, B KOTOPOM
0TOOpa)karoTCsl BCE BHECEHHBIE JEHEKHBIE CPEACTBA, W MPUObUIb. OIHAKO UX JaJbHEHIINN BBIBOJ
HEBO3MOJKEH.

Yrto fesiaTh B ITOM CUTYallUM:

HrHopupoBaTh npeiokeHne. beITh OJUTEIEHBIM H HE TIOIIaBAThHCS Ha
MaHUMYJISIUH MOIICHHUKOB. [IpoBepsITh U3 APYrUX UCTOUHUKOB MPEACTABICHHYIO BaM HH(OpPMAILIUIO.
Crenyer oOpaTUTh BHUMaHHE Ha HOMEPa TeJIe(POHOB C KOTOPBIX MOCTYMHJIO MPEATIOKEHHE, a TAKXKE TO,
YTO KOMMEPUYECKUE OPraHU3alluy HE 3BOHST C UCIOJIb30BAHUEM MECCEHIKEPOB.

12. Paccbliika HAJIOTOBBIX NHCEM O BbIAIBJIEHHH MNOAO3PUTEJbHBIX TPaH3aKUUI U
AKTHBHOCTH HAJIOIOILIATE/IbIIMKA.

B noanensHOM cOOOIIEHUH MPeUIaraeTcsl NpOTH TOTOIHUTENbHYIO IPOBEPKY u
NPEIOCTABUTH CBEIEHUS 10 3aIIPOCy HAJIOTOBOH CTyKObI. Tak MOIIIEHHUKH MOTYT 3allPOCUThH KaCCOBBIE
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JIOKYMEHTBI, c4eTa-(haKTypbl, OTUYETHBIE JOKYMEHTBHI.

Jlanee 11 MPOXOXKIEHHs IPOBEPKU MpeaiaraeTcst 00paTUThCS K yKa3aHHOMY B
MUCbME UHCIIEKTOPY MOJT yrPpO30i OJOKUPOBKH CYETOB HAJIOIOIIATEbIINKA.

Yro gesath B 3TOM CUTyallUH:

Urnopuposath cooOuienne. BaxHo nomuuts, uto ®HC He paccbuiaeT Takoro poja nucbMa H
HE UMEET OTHOLICHUS K HUM, TAKUE ITUCbMa OTKPBIBATh HE PEKOMEHAYEeTCH,
KaK ¥ MIEPEXOJIUTH 110 CChUIKaM.

13. Cxema «Bam poacrBenHuk momaja B TII». HaunGonee momBepkeHbI NaHHOMY BHIY
OPECTYIUIEHUI TOXWIble TpaxkaaHe. 3JI0yMBIIUICHHUK TPEACTaBIseTcs JHOO0 POJICTBEHHUKOM
MOTEPHEBIIET0, JUOO MpPEICTaBUTENIEM IPaBOOXPAHUTENIILHOTO OpraHa M CcoOoOIIaeT, 4YTo s
0CBOOOXKJICHHS OT YTOJIOBHOM OTBETCTBEHHOCTH Y HaKa3aHUs B BUJIE JIUIICHUS
cBO0OOBI CPOUHO HEOOXOAMMO NEPEaTh IEHEKHbBIE CPECTBA (B3ATKY).

Yrto AesiaTh B 3TOM CUTyallUM:

CBsi3aThCsl ¢ pOACTBEHHUKOM U ITPOBEPHUTH COOOIIEHHYI0 HHpOopMaIuio. B cirydae eciii abOHEHT
HEIOCTYIIEH, TO HU B KOEM CJly4ae He IPEANPUHUMATD ACHCTBUS 0 mepegayve
JIEHEKHBIX CPEJICTB, COOOIIUTH O MPOUCXOISAIIEM B TPABOOXPAHUTENbHBIE OPTaHbl.

14. PazHOBHIHOCTH NpeAblAylleii cXxeMbl — «IepeBOJA AeHel Ha YKpauHy, oOOBUHEHUE B
rocyJapcTBEHHON m3MeHe». Ha cTannoHapHbIi TenedoH MOXKHUIOro YesloBeKa MOCTYMAaeT 3BOHOK OT
nicepno-corpyaanka MBJI/®Cb/mpokypatypsl ¥ T.A., KOTOPBIH COOOIIA€T, YTO OT WMEHH
MIOTEPIIEBIIETO OCYIIECTBIISIOTCS NIEPEBOABI JCHEKHBIX CPEACTB B HEPYKECTBEHHBIE rocygapcTea. B
LEeJIAX TPOBEPKH/MHBEHTapU3allii HE00X0AUMO NIepeaTh BCe NMEIOIUECs 10Ma HAJIMYHbIE CPEACTBa
Kypbepy/TIOMOIIHUKY  cienoBareis. B cioydae oTkaza TOCTYHAlOT YIpo3sl O MPHOBITUH
MIPAaBOOXPAHUTEIBHBIX OPraHOB C OOBICKOM, B XOJ€ KOTOPOTO JI€HEKHBIE CPEICTBA OYAYT U3BATHI
MPUHYIUTENHFHO U 00paIleHbl B 10XO0/1 TOCYJapCTBa.

Yro nenath B 3TOM CUTyallHu:

Hu B koem ciydae He MpeAnpuHUMATh JeHCTBUS 0 Iiepeiade JeHEKHBIX CPEJCTB, COOOLTUTD O
MPOUCXOJAIIEM B IPAaBOOXPAHUTENIBHBIE OPTaHBI.

Hacrpoiiku KoHpUaeHUNAJILHOCTH B MecceHkepe «Telegram»

B wmemsx  mpenorBpamieHuss — mocTymiieHus — 3BoHKoB . CMC cooOmIeHu
B MecceHmkepe «Telegram» OT HEHM3BECTHBIX HCTOYHHKOB  HEOOXOAMMO  OOECHEYUTh
COOTBETCTBYIOIYIO HACTPOHKY KOH(QUACHIHMATbHOCTU. i1 93TOro HEOOXOJUMO  BBIMIOJIHUTH
CIEAYIOIIMN MOPSAIOK ICUCTBUM.

1. 3anmyckaem npmioxenue «Telegram» u mepexoauM B HACTPONUKH KOHPUACHIIMATEHOCTH
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2. Jlns OJOKUPOBKM 3BOHKOB W COOOIIEHWH OT HEHW3BECTHBIX HOMEPOB B HACTpPOMKaX
koHbuaeHuuanpHocT «Telegram» HEOOXOAMMO OTPaHUUYUTH KPYT JIMI, KOTOPhIE MOTYT HAalpaBIsTh
COOOIILIEHUS U OCYILIECTBIIATH 3BOHKU Ha Balll aKKayHT.

Jlis »TOro B HacTpoikax KOHQUACHIHMATBLHOCTH B pasznenax «3BOHKW» U «CooOmeHus»
HEOO0XOJMMO YCTAaHOBUTH Pa3pelIeHuUs TOIBKO AJIsi «KKOHTAKTOBY. B 3TOM cilydae oCyIecTBIATh 3BOHKU
u HanpaBisiTh CMC cooOmienust B Meccenmkepe «Telegramy» cMOryT TOnbKO aOOHEHTHI, YbH HOMEpaA
TenedOHOB 3aIcaHbl B TeneGOHHOU KHUTe Barero MoOUIEHOTO yCTPOICTBRA.
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JIisi  TOTIOJIHUTENBPHOW — 3allUThl  aKKayHTOB B  COIMAJbHBIX CETAX, MECCEH/Kepax
U WHBIX HHTEPHET pecypcax HEoOXOIMMO HCIOJb30BaTh ABYX(AKTOPHYIO ayTeHTU(UKAIHUIO. DTO
MI03BOJIUT MUHHMH3HMPOBATh PUCKU B3JIOMa aKKAayHTOB, & TAaKK€ TMO3BOJIMT OOECIIEYHTH Oe30IacHOe



BOCCTAHOBJIEHUE JOCTYNA K aKKAyHTY.
Jns nHactpoiiku nByxdakTopHOU ayreHTudukanuu B MecceHmkepe «Telegram» HeoOXxoaumo
BBITIOJIHUTD CJICYIOIINI TOPSIAOK JEHCTBUM:

1. 3amyckaeM npunoxkenue «Telegramy» u mepexoauM B HACTPOUKU KOH(PHICHIIUATBHOCTH
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2. Tlepexomum B paznen «OO01ayHbIN MapOIb»
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b MPOCTBIM COACPKATH MMCHA, OAThl POXIACHUSA W WHBIC CBCIACHUA,
KOTOPBLIC JICTKO MOKCT BbIYUCIINTDL 3JI0YMBIINIJICHHHK.



Coapauue napons MoeTopuTe naponb

O6nayHbIi naponb

[IpaBunbHOE
WCIIOJIb30BAHUE TMOJCKA3KU I Tapojs IO3BOJISIET BCIOMHUTH JIaXe CIOXKHBIA MapoJib CIYCTS
JUTUTEIHHOE BpEMSI.

Jlyis moBBIIeHNsT 0€30TIACHOCTH, a TAK)Ke YIPOIICHHSI BO3MOKHOCTH BOCCTAHOBJICHHS JIOCTYIIA
K JIMYHOMY aKKayHTy PEKOMEHIYeTCs yKa3aTh JIMYHYIO AJIGKTPOHHYIO TOYTYy, Ha KOTOPYIO OYyIyT
HaIPaBJIATHCS KOJIBI MOATBEPKACHHS B Cilydae cOpoca Wi CMEHBI TTapoJIsl.

Moackaska 9neKTpoHHan nouTa

ivanov@mail.ru

Maponb yctaHoBNeH

O01Me NPaBuJIa M PEKOMEHIAIIMY 110 CHUKEHHUIO VPOBHS VA3BMMOCTH Iepea YrPo3aMu
co ctoponbl | T-pecryniieHunin

1. CoznaBaiiTe yHUKaJIbHBIE U HAJIEKHbBIE MAPOJIH, MHOTO(AKTOPHYIO ayTeHTU(UKALINIO, a
TaKkKe obecrieunBaiite PEryIIpHYIO CMEHY naposei
B MECCEHJIKEPAX, COLUANIBHBIX CETAX, FOCYIapCTBEHHBIX MOPTAJaX U MHBIX MHTEPHET pecypcax.

! Ba)KHO MOMHHTb, YTO B3JIOM aKKayHTa B COI[MAJIbHBIX CETSAX MOXET OCYILECTBISATHCS Yepe3
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IPUBSI3aHHYIO K HEMY 3JIEKTPOHHYIO I0YTY, I03TOMY HE00X0IMMO 00€CIIeYUTh HAJIe)KHYIO TapOJIbHYIO
3aLUTY JUYHOTO 3JEKTPOHHOI'O IMOYTOBOTO SIIKKA.

2. He mepexoamTe MO CCHUIKaM B IIMCbMaX MM COOOIICHHUAX OT HEM3BECTHBIX OTIIPABUTEIICH.

3. IlpoBepsiiiTe  meranu: oOmeyaTKH B aJApece caiita, CTpaHHbIE JOMEHHBIE 30HBI
1 OLIMOKH B TEKCTaX — SBJIAIOTCS MPU3HAKAMU BPEJOHOCHBIX CTPAHUIL.

4. He myOnukyiTe TUYHBIE JaHHbIE HA MOJ03PUTENBHBIX CaliTaX, TakKue Kak HoOMep TeledoHa,
aJipec 2JIEKTPOHHOM MOYThI, HOMEp OAaHKOBCKOM KapThl.

5. He crout noBepsATh COOOLIEHUSIM OT HEU3BECTHBIX HOMEPOB, BCErja MpPOBEPANUTE HOMEP
aboHeHTa, kotopblid Bam 3BoHuT miu numer CMC cooOlienue.

6. Vcnone3yiite HanexHble cnamM-(QUIBTPHl M ONPEAETUTENN HOMEPOB, KOTOPbIE MO3BOJISIOT
BBISIBJISITH U OJIOKHPOBATH 3BOHKH OT MOJ03PUTENBHBIX a0OHEHTOB.

VYcnyru aHTHCIIaMa TpEeAOCTaBISAIOT OOJBIIMHCTBO COTOBBIX omeparopoB. Kpome Toro,
CYILIECTBYIOT O€30IaCHbIe CEPBUCHI U MPUIOKEHHS MO3BOJIAIONINE HACTPOUTH CcllaM (UIIBTP HA CaMOM
cMmaptdoHe (onpenenurenb Homepa oT SAuaekc, Kaspersky Who Calls u .11.).

Baxno! He wucnons3yiite cepBUCHl 1O OIpENEICHUI0 HOMEPOB TeEIePOHOB, KOTOpHIE
3aMpalIMBalOT ¥ MPEJOCTAaBIIAIOT IEPCOHAIBHBIE JIaHHBIE O BiaJeNbllaX HOMEPOB Tese(hOHOB
(«Getcontact», NumBuster, u 1.1.). Mcrions3oBaH#e MOTOOHBIX MPUIOKEHUH U CEPBUCOB MO3BOJISET
3JOYMBIIIJICHHUKAM HWACHTUGUIMpoBaTh Bam Homep Tenedona, a Takke Homepa Tene(oHOB,
3amMcaHHBIX B TelaedoHHOM KHUTE Bamero cmaptdona.

7. Ilepuoguuecku npoBepsiiiTe CBOW Tra/pKET Ha HAJIMYME BUPYCOB M BPEJIOHOCHBIX MPOTPaMM.
[Ipu o6HapyxeHuu, X HE0OXOAMMO BbUIEUUTh U 00€3BPEIUTH.

8.Ilpu morepe WM KOMIIPOMETAllMM JAHHBIX CBOEH OAaHKOBCKOW KapThl, HEOOXOAUMO
oOpatuThcs B OaHK W 3a0J0KMpoBaTh KapTy. He 3a0piBaiiTe mepuoanyueck claeAuTh 3a Barmeit
0aHKOBCKOW aKTUBHOCTHIO. B cilydae BBIABICHHS MOJO3PUTENBHBIX ONepaluii, KoTopele Bbl He
COBEpIIAN, HEOOXOAMMO 00paTUTHCS B OAHK.

9. lMoptasiom ['ocycinyru npenocTaBaeHbl BO3MOKHOCTH:

- YCTAaHOBHTB CaMO3aIpeT Ha Bblady KPEeIUTOB,

- YCTaHOBUThH 3allpeT Ha COBEPIIECHHE DPETHCTPALMOHHBIX CHENOK C HEIBM)KUMOCTBIO 0€3
JMYHOTO YYacTHs B PETHUCTPUPYIOIIEM OpraHe,

- MPOBEPHUTh MH(POPMALIMIO O 3apErHCTPUPOBAHHBIX Ha Barle mms cHUM-KapTax, NMPEeKpaTHTh
OKa3aHUe yCIYT MO0 HEUCTIOIb3yEMBIM HOMEpaM.

BAKHO 3HATDB!!!

Hcnonp3yemMple MOIICHHUKAMH CXEMBl IIOCTOSIHHO MEHSIOTCS, «IOACTPAuBasCh» IO
OO0IIIECTBEHHO-TIOJIMTHYECKYI0 OOCTAaHOBKY, 3HAYMMbIE COOBITHS B TOCyAapcTBe. PacmpocTpaHeHbI
TaKXKe CIAEAYIOIINE CIIOCOOBI:

- oOMaH BO BpeMsl KaMIIaHWHU IO CJlau€ HAJIOTOBBIX AeKiIapauuil (MOCTyIUIEHHE MHChbMa OT
3JIOYMBIIIJICHHUKOB Ha 3JIEKTPOHHYIO MOYTY OT SIKOOBI COTPYAHHUKOB HAJOrOBOM CilIyXObl C
TpeOOBaHUEM TIPEACTABUTH JACKIAPAIMI0 MO CIEHUATBLHOW CCBUIKE MpPHU IEpexoje Ha KOTOPYIO
HEOOXOJIMMO BBECTHU JIMYHBIC JAHHBIE U PEKBU3UTHI OAHKOBCKOM KapThbl sIKOOBI JUIsl MICHTU(UKALUU
HAJIOTOTIATEIBIITUKA);

- XUIIIEHUE JIEHEeT U UMYILIECTBA MO MPeAIoroM oOHOBIEHHs OAaHKHOT (3BOHOK oT
MOIIICHHUKOB C yKa3aHHEeM O HeOOXOIMMOCTH TMPOBEPKU MOJIIMHHOCTH OaHKHOT banka Poccum, mms
4yero yoexJatoT yCTaHOBUTh CTOPOHHEE NMPHUIIOKEHHE, TOCPEACTBOM KOTOPOTO MOJy4YaroT yIaJleHHbINH
JOCTYT K Tene(oHy >KepPTBBI; TAKXKE HCIOIB3YETCs MOKBAPTUPHBIH 00XO0J OT SKOOBI CIICIHATUCTOB
COLMAJIBHBIX CITYXkO0, KOTOpbIe yOeKIat0T OOMEHATh JIEHEKHbIE KYIIOPhI Ha MOAJIEIIBHBIE);

- HCIIOJIB30BAHME JIOKHBIX AKKAYHTOB pyKoBoaurtened banka Poccum, npaBoOXpaHUTEIbHBIX
OpPraHoB, OPTaHOB MPOKYPaTyphl, COAEPKAIIMX PEAJIbHBIE JaHHBIC, B3AThIE U3 OTKPHITBIX HCTOUYHUKOB
(pamunmro, umsi, 0TYECTBO, POTO);

- cOOOIIEeHNE KIMEeHTaM 0aHKOB 00 yTeUKe MepCOHAIbHBIX JaHHbIX;

- oferranue MoMoYb ¢ KOMIIEHCAIMEW paHee MOXUIIEHHBIX JICHET;
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- 00MeH Ka16eka Ha pyouu;

- coobuenus ¢ opuruanbHoro 6ota «CoBeThl MO 0GE30MaCHOCTH» O SKOOBI MpeACTOALICH
OJIOKMPOBKE aKKayHTa H3-3a «MOILEHHUYECKHX AeicTBUil». OHM TpeOyrT MEepedTH MO CChUIKE B
«CHCTeMHBIN LIEHTP» JUTsS IPOBEPKH, TIOCIIE YEeTo Balll aKKayHT MOKET OBbITh B3JIOMaH M YKpPaJeH.

Bce Oonee mmpokoe pacmpoCTpaHEHHE TMONYYaroT CJEAYIOIIME CHOCOObI BOBJIECUYEHHUS
HECOBEPLIEHHOJIETHUX B IIPECTYNHYIO ACSITEIBHOCTD:

1. TpyaO0yCTpONCTBO B KAUE€CTBE KYPhEPOB;

2. coada B apeH]ly 3a IJIaTy aKKayHTOB B MECCEH/KEPAX U COLIMAJIBHBIX CETAX.

VYka3aHHble JEHCTBUS MOTYT TIOBJIEYb MPUBJIEUYEHHE K YrOJOBHOM OTBETCTBEHHOCTH
HECOBEPLIEHHOJIETHHUX 3a COBEpIIEHHE MpecTyIuieHus B coctase OIIT.

Takxke Bce Jalle 3JI0yMbIIIJIEHHUKY 3BOHSIT HECOBEPIIEHHOIETHUM 0] BUJIOM IPEICTaBUTENIEH
CiIy’k0 6€30IaCHOCTH U BBIHYX/IAIOT OCYIIECTBUTH MEPEBO/] ICHEKHBIX CPEJCTB CO CUETOB POAUTENEH
Ha IKOObI Oe30macHble cyeTa!

JlnHaMMKa pacpOCTPAaHEHUs JaHHBIX BUJIOB MPECTYIUIEHUH NPEACTABIISET JIATEHTHYIO YTPO3Y
MEXpPETHOHATIBHOIO XapakTepa, B 3TOM CBSI3U CO3/1aHKe d(PPEKTUBHOTO MPOTHUBOJEHCTBUS SIBISIETCS
OJIHO U3 NMEPBOCTENEHHBIX 3aJa4 JUIsl IPAaBOOXPAHUTENBHBIX OPraHOB PETHOHA.

BYJAbBTE B/IUTEJIbBHBI!!!

27.05.2025



